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DES
Encryption

64 bit M 64 bit C

56 bits
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Permutation

Permutation

Swap

Round 1

Round 2

Round 16

Generate keys
Initial Permutation
48-bit K1
48-bit K2

48-bit K16

Swap 32-bit halves

Final Permutation

64-bit Output

48-bit K164-bit Input
56-bit Key

…...
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1    2     3     4 32

22    6     13   32 3

Input:

Output

0    0     1     0 1

1     0     1     1 1

1 bit
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1    2     3     4     5 32
Input:

Output

0    0     1     0     1 1

1     2     3     4     5     6     7     8    48

1 0 0     1     0 1 0 1 1 0
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28 bits 28 bits

48 bits
Ki

One
round

Circular Left Shift Circular Left Shift

28 bits 28 bits

Permutation
with Discard

Initial Permutation of DES key

C i-1 D i-1

C i D i

Round 1,2,9,16:
single shift

Others: two bits
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48 bits

32 bits

32 bits Ln 32 bits Rn

32 bits Ln+1 32 bits Rn+1

E

S-Boxes

P

48 bits
Ki

One Round
Encryption Mangler

Function
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4444444 4

6666666 6

+ + +++ ++ +

6666666 6

S8S1 S2 S7S3 S4 S5 S6

4444444 4

Permutation

La permutazione
genera “dispersione” 
nei blocchi di tipo S!
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2 bits
row

Si

i = 1,…8.

I1
I2
I3
I4
I5
I6

O1
O2
O3
O4

4 bits
column
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0    1     2     3 4     5     6     7     8     9…. 15

0  14    4    13    1    2    15   11    8    3

1   0    15    7     4   14    2    13    1   10

2 4     1    14    8   13    6     2    11  15

3  15   12    8     2    4     9     1     7    5
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