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KDC

A B

(1) Request|N1 (2) EKa[Ks|Request|N1|EKb(Ks,IDA)]

(3) EKb[Ks,IDA]

(4) EKs[N2]

(5) EKs[f(N2)]

Ka, Kb are master keys, Ks is a session key
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Public-key
authority

A B

(1) Request|T1

(2) EKd_auth[Ke_b|Request|T1]

(3) EKe_b[IDA| N1]

(6) EKe_a[N1|N2]

(7) EKe_b
[N2]

(4) Request|T2

(5) EKd_auth[Ke_a|Request|T2]
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Certificate 
Authority

A B

Ke_a
CA= EKd_auth[T1, IDA, Ke_a]

(1) CA

Ke_b

CB= EKd_auth[T2, IDB, Ke_b]

(2) CB

B does: DKe_auth
(CA)= DKe_auth

(EKd_auth
[T1, IDA, Ke_a]) =

(T1, IDA, Ke_a), hence gets the public key of A
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A B

(1) Ke_a|IDA
(2) EKe_a[Ks]
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A B

(1) EKe_b
[N1|IDA]

(2) EKe_a[N1| N2]

(3) EKe_b[N2]

(4) EKe_b[EKd_a[Ks]]


