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Routing Delivery 
Error Feedback

Network MGTFlow Control

Signal Distortion Bit 
Error

Network MGTError Detection & 
Correction

Nature and Timing of 
Signal

SecurityExchange 
Management

Signal Begins & EndsMessage FormattingSynchronization

Repeater/Amplifier; 
Propagation; 
Interoperable

RecoverySignal Generation

Router / Server / 
Media Control / 
Protocol

RoutingInterfacing

Multiplexing Capacity 
Congestion Control

AddressingData System 
Utilization
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• Prob. Most common topology used today. 
Combines elements of the star and bus 
topologies to create a versatile network 
environment. 

• Nodes in particular areas are connected to hubs 
(and create star topology), and hubs are 
connected together along the network 
backbone (like a bus network). 

• Often you have stars nested within stars.
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Kilo K 2^10
MegaM 2^20
Giga G 2^30
Tera T 2^40
Peta P 2^50
Exa E 2^60
Zetta Z 2^70
Yotta Y 2^80
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Coaxial cable (1)
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Categories of Twisted Pairs Cabling System

Specs describe
cable Material,
type of 
Connectors, 
and
Junction 
blocks to
Conform 
to a category

100 Mbps

20 Mbps

16 Mbps

4 Mbps

Less than 1 
Mbps

Maximum data 
rate

Usual applicationCategory

100 Mbps TPDDI
155 Mbps asynchronous 
transfer mode (certify 100 Mhz 
signal)

CAT 5

Used in 16Mbps Token Ring
Otherwise not used much

CAT 4

Voice and data on 10BASE-T 
Ethernet (certify 16Mhz signal)

CAT 3

Mainly used in the IBM Cabling 
System for token ring networks

CAT 2

analog voice (plain old telephone 
service) Integrated Services 
Digital Network Basic Rate 
Interface in ISDN Doorbell wiring

CAT 1
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Asynchronous Transfer Mode (ATM)

• ATM also referred to as “Cell Relay”
• Evolution from frame relay and circuit switching.
• Major differences: Frame relay uses variable length 

packets called “frames”. ATM uses fixed length packets 
called “cells”.

• ATM provides little overhead for error control like frame 
relay, and depends on inherent reliability of the 
transmission system and on higher layers of logic in the 
end systems to identify and correct errors.

• ATM is designed to operate in range of 10s to 100 Mb/s 
compared to frame relay (2 Mb/s)

• ATM allows multiple virtual channels with higher data 
rates for transmission paths. Each channel dynamically 
sets on demand.
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ISDN and Broadband ISDN Technology

• Integrated services digital network (ISDN) was intended to be a world 
wide public telecommunication network to replace existing public
telecommunication networks and deliver a wide variety of services.

• ISDN has standardized user interfaces, implemented a set of digital 
switches and paths supporting a broad range of traffic types and
providing a value added processing service

• ISDN is multiple networks, but integrated to provide user with single, 
uniform accessibility and world wide interconnection.

• First generation ISDN was narrowband, 64 Kb/s channel of switching 
and circuit switching orientations. Frame relay resulted from the ISDN 
narrowband efforts.

• Second generation is broadband ISDN. It supports high data rates of 
100s Mb/s and has a packet switching orientation. ATM resulted from the 
broadband ISDN efforts.
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Local Area Network

• Small interconnected of personal computers or 
workstations and printers within a building or small area  
up to 10 Kms.

• Small group of workers that share common application 
programs and communication needs.

• LANs are capable of very high transmission rates (100s 
Mb/s to G b/s).

• LAN equipment usually owned by organization. Medium 
may be owned or leased from telephone company 
provider or common carrier.

• PC or Workstation interconnected to medium (twisted 
pair; fiber optics; etc) through concentrators to servers. 
LAN is interconnected with other networks via switches 
and router/gateways.

• Advanced LANs using circuit switching are available. 
ATM LANs, fibre channel baseband, and broadband 
LANs are being used. Etc.

1. Ethernet
2. Token Ring
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What is ethernet?

• A group of standards for defining a local area 
network that includes standards in cabling and 
the structure of the data sent over those cables 
as well as the hardware that connects those 
cables.

• Independent of the network architecture
• Flavors of ethernet
• IEEE 802.3 Ethernet Specification

– Great detail specifying cable types, data formats, and 
procedures for transferring that data through those 
cables

• IEEE 802.5 Token Ring Specification
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Network Interface Card (NIC)

• Every computer and most devices (e.g. a 
network printer) is connected to network 
through an NIC. In most desktop computers, 
this is an Ethernet card (10 or 100 Mbps) that is 
plugged into a slot on the computer 
motherboard.
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How does Ethernet work?

• Using MAC addresses to distinguish between 
machines, Ethernet transmits frames of data 
across baseband cables using CSMA/CD (IEEE 
802.3)
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What is a MAC Address?

• Media Access Control (MAC) Address – are the 
physical address of any device, e.g. a NIC in a 
computer on the network. The MAC address 
has two parts of 3 bytes long. The first 3 bytes 
specify the company that made the NIC and the 
second 3 bytes are the serial number of the 
NIC.
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What is a Token Ring?

• All computers are connected in a ring or star 
topology and a binary digit or token passing 
scheme is used in order to prevent the collision 
of data between two computers that want to 
send messages at the same time.
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How do Token Rings work?
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Understanding Network 
Protocols
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Protocols of Computer 
Communications and Networks

• Protocol are used for communication between computers 
in different computer networks. Protocol achieves:
– What is communicated between computers?
– How it is communicated?
– When it is communicated?
– What conformance (bit sequence) between computers?

• Key elements of a protocol are:
– SYNTAC: Data format and signal levels
– SEMANTICS: Control information for coordination and error 

handling
– TIMING: Synchronization, speed matching, and sequencing

• Examples of protocols:
– WAN Protocol: TCP/IP
– LAN Protocol: Media Access Control; Contention; Token 

Passing
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ISO/OSI Reference Model (1)

• Open Systems Interconnection
• No one really uses this in the real world. 
• A reference model so others can develop 

detailed interfaces. 
• Value: The reference model defines 7 layers of 

functions that take place at each end of 
communication and with each layer adding its 
own set of special related functions.

• Flow of data through each layer at one
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ISO/OSI Reference Model (2)

How to transmit signal; coding
Hardware means of sending and       ����
receiving data on a carrier

Two party communication: Ethernet ����

Routing and Forwarding Address: IP ����

End-to-end control & error checking 
(ensure complete data transfer): TCP ����

Establish/manage connection ����

ASCII Text, Sound (syntax layer) ����

File Transfer, Email, Remote Login ����
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What is TCP/IP?

• Transmission Control Protocol (TCP) – uses a set of rules 
to exchange messages with other Internet points at the 
information packet level

• Internet Protocol (IP) – uses a set of rules to send and 
receive messages at the Internet address level

• Is the predominate network protocol in use today (Other 
includes OSI Model) for interoperable architecture and 
the internet.

• TCP/IP is a result of protocol research and development 
conducted on experimental packet switched network by 
ARPANET funded by the defense advanced research 
projects agency (DARPA). TCP/IP used as internet 
standards by the internet architecture board (IAB).
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TCP/IP Five Independent Levels

• Application Layer: contains the logic needed to 
support the various user applications. Separate 
module are required for each application.

• Host-to-host or transport Layer: collection of 
mechanisms in a single and common layer

• Internet Layer: IP provides the routing functions 
across the multiple networks

• Network access layer: concerned with access to 
and routing data across a network for two end 
systems attached to the same network.

• Physical Layer: covers physical interface 
between PC or workstation and a transmission 
medium or network

HTTP / FTP / Telnet / 
SMTP / SLIP / PPP  ����

TCP keep track of the 
individual packets ����
And reassemble

IP handles actual ����
delivery of packets
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TCP (example)

• Web Server: serves HTML pages
• TCP layer in the server divides the file into one 

or more packets, numbers the packet, then 
forward packets individually to IP.

• Note: each packet has the same destination IP 
address, it may get routed differently through 
the network.

• TCP (on the client) reassembles the individual 
packets and waits until they have arrived to 
forward them as a single file.

• Connection-oriented protocol
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IP

• Connectionless protocol (I.e. no established 
connection between the end points that are 
communicating.)

• Responsible for delivery the independently 
treated packet !!!!

• TCP responsible for reassembly.



D
ip

ar
tim

en
to

 d
i  

M
at

em
at

ic
a

D
ip

ar
tim

en
to

 d
i  

M
at

em
at

ic
a

Associated TCP/IP Protocols & Services

SLIP (Serial Line Internet Protocol) and PPP (Point to Point 
Protocol) encapsulate the IP packets so that they can be sent 
over a dial up phone connection to an access provider’s modem.

SLIP/ 
PPP

Provides meaningful names like achilles.mycorp.com for 
computers to replace numerical addresses like 123.45.67.89. 
Stands for the Domain Name System.

DNS

Used to remotely manage network devices. Stands for the 
Simple Network Management Protocol. 

SNMP

A remote terminal emulation protocol that enables clients to log
on to remote hosts on the network.

Telnet

This protocol, the core of the World Wide Web, facilitates retrieval 
and transfer of hypertext (mixed media) documents. Stands for 
the HyperText Transfer protocol

HTTP
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Considerations?
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Further Readings

• Basics: Complete Idiots Guide to 
Networking, 3rd Edition (Wagner and 
Negus)

• Networking books by William Stallings:
– Business Data Communications
– Operating Systems: Internals and Design 

Principles
– Data & Computer Communications
– Local and Metropolitan Area Networks
– High-speed networks TCP/IP and ATM 

Design Principles


